Recently Created or Modified Executables Search

Uniquely identify executable modules, file artifacts, deposited by System processes and
unsafe user activity during a Cybersecurity incident time. Helps associate modules with
unsafe or risky applications.
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User’s Guide

System Requirements:

Operating system = Windows 10.0.20348.0 or better, or Windows 11

CPU architecture = 64-bit

Microsoft .NET 6 Desktop runtime

Disk space = 30MB for use by the Application, create & write rights to HKCU registry

+ 4+ 4+ +

Usage:

[ Recently Created or Modified Executables Search — O st

I:‘ C\Program Files  Seject the root folder to search |B|ﬂC|UdE§Ubf0|dE"5
Find executable module files  created ~ from [2022-Feb-23 [E~ | through (2022-Apr-27 [E~| H W

|Searching folder — C:\Program Files\Microsoft Visual StudiO\EG?_?_\Community\(ommonT\IDE\CommonExtensions\Microsc| |NTAUTI—|ﬂHITY\‘-V‘-TFM |
Maodule file owner |

Time created Muodule name Original name Company Version Size (bytes) SHA-258
2022-04-1405.30.24 | C\Program Files\Micros... | WpfSurface.dll Microsoft Corp... | 17.1.32407.343 137,104 Gc9%adldia...
2022-04-1405.30.24 | C\Program Files\Micros... | WpfSurface.dll Microsoft Corp... | 17.1.32407.343 119,184 T330fbd79b...
2022-04-1405.30.24 | C\Program Files\Micros... | WpfSurface.dll Microsoft Corp... | 17.1.32407.343 170,384 1545990878...
2022-04-03 14.21.13 | C\Program Files\Micros... | appenvmnu.dil Microsoft Corp... | 17.0.32328.378 ... | 46,504 4c337610b9...
2022-04-03 14.21.13 | CA\Program Files\Micros... | AppEnvStub.dll Microsoft Corp... | 17.0.32328.378 ... | 619,944 b97adddfa...
2022-04-03 14.21.13 | C\Program Files\Micros... | appenvmui.dil Microsoft Corp... | 17.0.32328.378 ... | 86,416 8319623 114f...
2022-04-1405.30.22 | C:\Program Files\Micros... |DiagnosticsTap.dll Microsoft Corp... | 17.0.32406.283 ... | 341,920 3d7eT1096cf...
2022-04-1403.30.46 | C:\Program Files\Mlicros... |EntityFramework.resourc... | Microsoft Corp... [6.2.61023.0 501,456 1dedeBt30b...
2022-04-1405.30.46 | CAProgram Files\Micros... [Sidatg el ETel &talkY Save oll search results to 8 cov file 904478ddO7f...
2022-04-1405.30.46 | C\Program Files\Micros... | Microsoft.Data.Entity, &= Open the selected module file's folder 26918ebB819...
2022-04-1405.30.46 |CAProgram Files\Micros... | Microsoft.Data.Entity, ﬁ Get the selected module file's owner 1099dc05ffa...
2022-04-1405.30.46 | C\Program Files\Micros... | Microsoft.Data.Entity.Des... | Kopnopauwa .. | 16.0.0.0 74,128 90793973a49...
2022-04-1405.30.46 | C\Program Files\Micros... | Microsoft.Data.Entity.Des... | Kopnopauwa .. | 16.0.0.0 64,400 e1eBa7al779...




Running the Application:

Recently Created or Modified Executables Search is simple to use. Authorized copies of this application
can be found in the RESearch.zip archive available on https://www.stevechaisonsoftware.com/. The .zip

archive also contains an updated User’s Guide (this document). This document covers general usage and
recommendations to help you get the best results from this application. No installation is needed so if
your computer meets the System Requirements shown above, you can get started quickly. To start the
application, simply run the RESearch.exe executable file. The first time you run the application, the End
User Terms of Use and License Agreement (EULA) is displayed. Please read the EULA completely as your
agreement is required before using this software. Once you agree to the EULA on a given computer, an
acceptance key gets written to HKEY_CURRENT_USER\Software\SteveChaisonSoftware on vyour
computer. Your acceptance of the EULA permits you to use this Application at no cost on the computer.
Each unique user running this Application must accept the EULA terms before using it. The following image
shows the EULA screen that the application displays when first run.
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Terms of Use and Licensing
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* IMPORTANT - READ FIRST «
+ End-user Terms of Use and Licensing Agreement (EULA) »

This End-User Terms of Use and Licensing Agreement (EULA) is a legal agreement between you (either an individual or individual operating on
behalf of another entity) and Steve Chaison Software, LLC, This EULA governs your use of the software Recently Created or Modified Executables
Search, (the Application), along with the associated documentation, proprietary & intellectual property. You are bound by the terms of this EULA
when you check the box below, indicating that you have read and agree to these terms then click or press [Accept] or you otherwise make use of
the Application. If you do not agree to the terms of this EULA, you must select [Decling] and you must not use the Application.

[Licensing, Application Use]

The computer running the Application is the 'hosting' computer. The Application is licensed per-user on the hosting computer. Upon your
accepting all terms of this EULA, Steve Chaison Software grants you a limited, non-exclusive, non-transferable, non-sublicensable, revocable,
perpetual end-user license to use this Application at no cost on this computer, Your acceptance of the terms stated herein is required for the
Application to function, After accepting this EULA, simply run the Application interactively in 2 Windows desktop environment on the hosting
computer. Mo Application installation is needed although the NET & desktop runtime must be installed separately. Running the Application as

Admminictrator ic rarnmamasndod tnomot the hoct ot

| have read and agree to this 'Terms of Use and Licensing Agreement’

[ Accept l Decline

* A reference copy of this license is available through the application’s help [?] button after you begin
using the application.

The Application, version 2.1.0.2, is a fully functional version. It identifies executable module files using
binary analysis. This makes RESearch.exe helpful when identifying module files even if the file name or
extension is not typical of executables or the file name or extension given attempts to mislead or
misrepresent the content of the file. Malicious programs and sometimes users may misrepresent the
content of a file by changing the file’s extension. Running this Application as ‘Administrator’ is
recommended as it will generally give you greater access to the computer’s filesystem (see the ‘Run As’


https://www.stevechaisonsoftware.com/
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image below). The Application displays the privilege level you are using to run the present instance just
under the ‘Status’ message in the top-right area of the Application Ul.
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Begin by defining your search filter

Just identify the root folder from which to start your search, choose whether to collect matches based on
each file’s ‘creation’ time or ‘last modified’ time. You may choose one of these options in the drop-down
filter selector. Check the box to ‘include subfolders’ in your search. Leaving this box unchecked will search
only the root folder you supply. Select the inclusive ‘start’ and ‘end’ dates that the filter will match to the
file timestamp of interest — ‘created’ or ‘modified’. You can set the start and end dates to the same date
if you’d like to search for files created or modified on that single day.

Next Start searching

After you've set up your search filter, simply click the ‘start searching’ button. The search will run to
completion using the filter values you provided. You may cancel the search at any time while it is running
by clicking the ‘stop searching’ button. While the application is running, the status indicator at the top
right of the application Ul will show ‘working’. After your search completes or is stopped, you may perform
additional tasks using the right-click context menu.

i Save all search results to a .csv file
| Open the selected module file's folder
: ﬂ et the selected module file's owner

The owner of a module file you select in the output is displayed in the top right area of the Ul
under the Application’s running privilege level. In addition to the file version and hash value uniquely
identifying each module file, getting the file owner can help you determine if the file was initially written
to disk by a system process or similar automation, or if a user copied or created a particular module file.



The combination of these file properties quickly revealed by Recently Created or Modified Executables
Search, RESearch.exe can safely help you in your forensic examination of executables during a
cybersecurity malware incident or similar incident involving unsafe or suspicious executable modules.

Cautionary note when ‘opening a selected module file’s folder’. The Application context menu enables
you to open a ‘Windows Explorer-type’ view to the folder where a module file is found. Since it is an
Explorer interface, you can use related features specific to your computer right from the Application. Be
careful not to unintentionally execute or run a suspicious or unsafe module when it is being viewed

through this Explorer folder view.




